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ABSTRACT

The research is motivated by the challenge from the evolu-
tion of safety requirements, which leads to revision of system
designs at design-time or post-implementation at a high cost.

This paper proposes complementary techniques, namely model

monitoring and model generating, to better support the evo-
lution throughout the life-cycle at a lower cost.

Categories and Subject Descriptors

D.2.1 [Software Engineering]: Requirements/Specifications;

D.2.4 [Software Engineering]: Software/Program Verifi-
cation—reliability

General Terms
Design, Reliability

Keywords

requirements evolution, safety

1. INTRODUCTION

This research is motivated by the challenge to traditional
verification process from the change and evolution of safety
requirements. The changes are common both at design-time
and post-implementation, especially for the system whose
life period is long, e.g., aircrafts, nuclear plants, critical em-
bedded electronic systems etc. Unfortunately, the changes
always cause high expenditure of rechecking and revising
the system, especially when the system is too complex to
be clearly analyzed manually or so large that the revision
is not trivial. We are searching for a technique supporting
changeful safety requirements at a lower cost.

It is well known that the evolution of requirements is com-
mon and challenges the practice of system developing and
maintenance [3]. We must support the evolution through-
out the entire life-cycle from various aspects [2]. We are
interested in the system development methodology for bet-
ter support of the evolution.
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As we know, requirements include two subtypes: func-
tional requirements and safety requirements, which are re-
quirements about the safe operation of the target system.
This research is interested in the evolution of safety require-
ments, the latter one of the two classes. There are two com-
mon causes of the changes to safety requirements.

First, safety requirements may change at design-time. The
two types of requirements are defined by different groups in
industrial practice, i.e., system designers and safety engi-
neers, respectively. At the beginning stage of system devel-
oping, safety engineers often find it very difficult to produce
a complete set of safety requirements. Thus, they add emer-
gent safety requirements during the development process,
along with their increasing knowledge on the design.

Second, safety requirements may change post-implementation.

Some safety requirements were unknown before the system
is developed and used in real environment. People always
need to learn new safety requirements from historical events.
Moreover, safety regulations change several times during the
life-cycle as people requires a safer system. However, it will
be expensive to modify the design after we learn these re-
quirements, since the product has been released.

Since the safety requirements will be modeled as correct-
ness properties for model checking, the changes discussed
above will cause the evolution of correctness properties.

Due to page limitation, the reader is assumed to be famil-
iar with the automata-theoretic model checking technique
(1) (the overall process is shown in Fig. [I)).

The major disadvantages of model checking techniques
under the evolution of correctness properties are the follow-
ing two. First, the analysis of counterexamples and revision
of designs are not automated. If the system is complex, it
is difficult to locate the fault and revise the design without
introducing new faults. As a result, the verification process
is iterated until no fault is detected, thus increases the cost.
Second, once new correctness properties are introduced or
existing correctness properties are modified, the whole de-
sign or implementation (product) must be revised or redis-
tributed at a high cost even impossible, especially when the
system is very large.

Motivated by the need of improving the drawbacks, this
paper proposes complementary techniques, namely model
monitoring and model generating, to fill in the gap between
the evolution of safety requirements and traditional verifi-
cation process. The novel techniques model the functional
requirements and correctness properties separately. Then
two alternative modes can be applied to ensure the correct-
ness properties.
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Figure 1: The Process of Model Checking

For the first mode, namely model monitoring, the imple-
mentation of correctness properties is separated from the
implementation of functional requirements. A controlling
system realizing the correctness properties controls the be-
havior of the target system. The two systems constitute
a correct system from a global view. The interest of this
approach is that we only need to revise the controlling sys-
tem to guarantee correctness, when the safety requirements
change. Since the controlling system is generally smaller
than the overall system, the cost of analysis and revision
will be much lower.

For the second mode, namely model generating or tmplicit
model monitoring, a new system specification satisfying the
correctness properties can be automatically generated. We
need only implement directly the generated correct specifi-
cation. The computation can be automated, thus the cost
of modifying the design will be lower.

The two modes improve the two mentioned disadvantages
of model checking in the context of evolution.

This paper is organized as follows. In Section [2] an ex-
ample is treated to demonstrate our new approach and its
difference from model checking. In Sections |3 and |4] the
formal foundation and framework of model monitoring and
model generating are introduced, respectively. We discuss
related work in Section [f] and conclude in Section [6]

2. EXAMPLE: OVEN AND MICROWAVE OVEN

Let us consider the behaviors of an oven and a microwave
oven. They have similar operations: start oven, open door,
close door, heat etc. One significant difference is that we can
use an oven with its door open. We can only use a microwave
oven with its door closed for avoiding the damaging effects
of radiation. Suppose we have a design of an oven, we want
to reuse this design for producing microwave oven. We must
impose additional safety constraints (a case of evolution of
safety requirements). For example, we add a constraint:
“the door must be closed when heating”.

Figure 2] extracts the Kripke model M of a design of oven.
The atomic propositions are: s (start), ¢ (door is closed)
and h (heat), i.e., AP = {s, ¢, h}. Each state is labeled with
both the atomic propositions that are true and the negations
of the propositions that are false in the state.

We aim at ensuring the correctness property “when the

oven is heating, the door must be closed”, i.e., the LTL for-
mula ¢ &f G(h — ¢). For clarity and avoiding complex
figures, we use this simple formula.

First, M is translated into a Biichi automaton As of Fig.
by adding an initial state qo. Each transition is labeled
with its name p; and the associated terminal a € ¥ = 24P,
Each state is an accepting state.

Then we construct a controlling automaton A;. A con-

trolling automaton is a Biichi automaton having an alphabet

that equals the set of transitions of the controlled automa-
ton An, de., Ay = (Q', X, A", qp, F') with &' = A where
A is the set of transitions of the controlled automaton Ax;s.
The controlling automaton can be constructed from the cor-
rectness property directly, or by translating the automaton
Ag, which is translated from ¢ using the translation from
LTL formulas to automata (resulting in an alphabet-level
controlling automaton).

The constructed automaton Ay is shown in Fig. il Ay is
translated into an alphabet-level controlling automaton A;,
by replacing each boolean expression ¢ by A(p), which is
the set of names of the transitions labeling with the terminal
that corresponds to a truth assignment that satisfies . For
example, each transition of A}, in Fig. [5|is labeled with a
set of names of transitions of A, where

A(=h) = {p1,p2,P3, P4, P8, P9, P13, P14, P15}
A(C) = {p27p47p57p67p77p87p14}

Then we compute the meta-composition C' of Ay and the
controlling automaton Ay, denoted by C = An ~ Aj. The
automaton C' starts from the composite state (o, r0), a tran-
sition is allowed if and only if it is allowed by both Ajs and
A:ﬁ. Note that the hazardous transitions pio,p11,p12 and
the unreachable transition pi3 are eliminated. The model
C' satisfies the property ¢. We can recover it to a Kripke
model M’ of Fig. |§| by removing the initial state. It is easy
to see the model M’ satisfies the required property.

The approach of model monitoring is the following one.
We do not directly implement M’. Instead, Aa and Ay
are implemented separately, and they constitute a correct
system from a global view. Specifically, A} can be realized
as a control system that monitors the behavior of the system
implementing Ap;. If Aps tries to apply a certain action
that violates the correctness property, the control system
can detect it and call some predefined functions to alert,
block, or recover from the unsafe action.

Another mode, namely model generating or implicit model
monitoring, implements directly the automatically gener-
ated model M’ as a correct design of microwave ovens.

The approach of model checking. The automata-
theoretic approach [4](5] (see Fig. [1) translates the negation
of ¢ into a Biichi automaton A-g4, then computes the inter-
section A; = Ay N A-y. The double Depth First Search
algorithm is called to decide the emptiness of A; on-the-fly.
Since L(Ar) # 0, the algorithm reports a counterexample.

Finally, engineers must manually analyze the original de-
sign with the guide of the reported counterexample, locate
the errors in the design, and revise the errors. On one hand,
revisions of the design may bring in new faults. On the
other hand, model checkers always produce only one coun-
terexample each time, indicating a single fault. Thus, the
iterative process of model checking, counterexample analysis



close door

open door
tart cooking

start oven

close door

open door

Figure 2: The Kripke Model M of Oven
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and revision will be repeated, until L(A;) = (. Note that
it is difficult to analyze the counterexample and locate the
fault, if the system is complex or large. As a result, due to
the complexity and size of the system, the cost of manual
analysis of counterexamples and revision is high.

Comparison with model checking. Technically, we use
a controlling automaton Aj, rather than the automaton A_g4
specifying —¢. We use meta-composition rather than inter-
section and emptiness checking.

Model checking leads to revise the original design by man-
ually analyzing the counterexample violating the new cor-
rectness property. Thus the cost is high, especially when
the system is so large and complex that the counterexam-
ples cannot be effectively analyzed.

Model monitoring uses the automaton of Fig. [3] and adds
a controlling system implementing the automaton of Fig.
The global system in Fig. [f] satisfies the new safety prop-
erty. Note that A;b is usually much smaller than the overall
system, it is easier and cheaper to modify only the control-
ling component when the safety requirements evaluate at
the later stages of life-cycle.

Model generating can automatically generate a new cor-
rect design (Fig. @ by computing the meta-composition of
the automata in Fig. [J]and Fig. [f] Higher efficiency can be
achieved since the computation can be automated.

We remark here that A} of Fig. is an alphabet-level con-
trolling automaton, i.e., all the transitions associated with
the same terminal of Ajs appears together on the transi-
tions between any two states of A;. In fact, all the control-
ling automata translated from LTL formulas are alphabet-
level controlling automata. The alphabet-level feature and
the translation from LTL formula are not necessary for con-
structing controlling automata. We will see in the sequel
that controlling automata are more flexible, and can be de-
fined directly. These unnecessary features are just used for
the comparison with model checking in this example.
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3. THE BAC SYSTEM

DEFINITION 1. Given a controlled Biichi automaton
(or simply automaton) Ay = (Q1, %1, A1, q1, F1), with a set
of transitions A1 = {p;} where p; is a name of transition, a
controlling Biichi automaton (or simply controlling au-
tomaton) over Ay is a tuple Az = (Q2, 32, Az, q2, F2) with
3o = Ay, L(A2) is a controlling w-language. O

DEFINITION 2. A Biichi automaton control system (sim-
ply BAC system) includes an automaton A:1 and a control-
ling automaton Az, denoted by A1 ~ As.

A run of A1 7 Az on an w-word v = v(0)v(l)... € XY
contains:

- a sequence of states p1 = p1(0)p1(1)..

- a sequence of transitions o = o(0)o(1 )

- a sequence of controlling states pa = p2(0 ) 2(1) ...

suc hat n(0) = 1, () : (19,000 1l 1) €
fori > 0, and p2(0) = a2, (pa(j), 0 (), palj + 1)) € Ao for

j > 0. Let inf(p1) and inf(p2) be the sets of states that ap-
pear infinitely often in the sequences p1 and p2, respectively.
Then the run is successful if and only if inf(p1)NF1 # 0 and
inf(p2) N Fo # 0. A1 7 As accepts v if there is a successful
run on v. The global w-language recognized by A1 ~ As is
L(A1 7 A) ={veXy | A1 ¥ Az accepts v}. O

The symbol * is called “meta-composition”; denoting the
left operand is controlled by the right operand.

THEOREM 3. Given two Biichi automata A1 = (Q1, %1,
Al, q1,F1) and Ay = (QQ,EQ,AQ,qg,FQ) with Yo = A1. We
can construct an automaton A such that L(A) = L(A1 ~ A2)
as follows:

A= A7 A = (Q1xQ2x{0,1,2}, 51, A, (g1, g2, 0), Q1 xQ2x{2})

where ((¢i, 95, %), @, (qm, qn, y)) € A if and only if p : (gi, a,qm) €
A1, (gj,p,qn) € Ag, and x,y satisfy the following condi-



tions:

0, if x =2

1, if £ =0 and ¢m € F1

2,ifx =1 and q, € I3, or if gm € F1 and g, € F>

x, otherwise

Proof. The transitions A guarantees a transition in A; is
allowed by As. The third component of Q1 X Q2 x {0, 1,2} is
responsible for guaranteeing that accepting states from both
A; and Az appear infinitely often. According to Def. it
is easy to see A accepts exactly L(A; ~ Az). a

Theorem [3] ensures that the meta-composition can be also
implemented as a reactive system in model generating.

Let us consider a special family of controlling automata.

DEFINITION 4. Given two Biichi automata A1 = (Q1, 21,
Al, ql,Fl) and Ay = (QQ, Yo, AQ,QQ,FQ) with Yo = Ay. Ag
is an alphabet-level controlling automaton, if the fol-
lowing condition is satisfied: if (qi,p,q;) € A2 where p :
(gm,a,qn) € A1, then for all the transitions px : (¢z,a,qy) €
Ay associated with the terminal a, there exists (qi, pk,q;) €
As.

The system Ay - Az is an alphabet-level Biichi automa-
ton control system (A-BAC). O

Obviously, the A-BAC system is a special case of the BAC
system. We would like to say that the BAC system is of
transition-level. The BAC system is more flexible, because
it is not required that all the transitions associated with the
same terminal in A; must appear together between any two
states of As,.

The example in the previous section uses only the alphabet-
level controlling automaton (Def. for the convenience of
comparison. As we explained, the special case is not neces-
sary. We can define directly the controlling automaton.

4. THE PROCESS OF MODEL MONITOR-
ING AND MODEL GENERATING

In the process, the system model A; and the controlling
model A; are specified separately, where Ay contains correct-
ness semantics, which defines what a system is authorized to
do. Then we have the following two choices of implementing
the meta-composition to deduce a correct system:

1. Model monitoring: A; and Az are separately im-
plemented, but maybe at different stages of life-cycle. That
is, A2 can be added or modified at later stage of life-cycle.
The system A; is controlled at runtime by A2 which reports,
blocks or recovers unsafe actions of the controlled system.
We can incrementally add new correctness properties to the
controlling system A; after we learn new safety require-
ments. Note that we do not really implement A = A; ~ As.
Instead, A1 and Az constitute implicitly a global system
that is equivalent to A. If safety requirements change, A;
will not be modified. We only need to revise A2, which is
much easier and more efficient than model checking which
leads to revise the whole system.

2. Model generating: A; and A are combined at
design-time to generate a new correct model A = A; 7 As.
Then we implement this model. If safety requirements change,
we only need to revise Ag, then regenerate and implement
a new specification A’. Because the computation of meta-
composition can be automated, it is more efficient than man-
ual analysis of counterexample and revision.

In both of the two cases, safety requirements are design-
oriented. The properties are implemented directly or inte-
grated into the design. This is different to model checking,
where safety requirements are more testing-oriented (used
to verify a system design).

5. RELATED WORK

Our approach was compared with the automata-theoretic
approach for model checking developed by Holzmann, Vardi
et al. [4][5] in Section [2 We provided an example to show
the difference between our approach and model checking.
The comparison shows that there is no semantic similarity
between them, although they are syntactically similar due
to the formalism of Biichi automata. Furthermore, model
monitoring is often significantly more practical than model
checking, since it explores one computational path at a time.

To conclude, the essence of our approach is the separation
of functional requirements and safety requirements, while
model checking emphasizes integration. Thanks to the ap-
proach, people may achieve lower cost of revising designs
when the safety requirements change, because only the con-
trolling component needs modifications.

It is important to note that model monitoring/generating
and model checking have their own advantages, and should
be used complementarily. That is, invariable safety require-
ments should be ensured through model checking, while
changeful ones should be implemented through model mon-
itoring/generating.

6. CONCLUSION AND FUTURE WORK

In this paper, model monitoring and model generating
are proposed to fill in the gap between model checking and
the evolution of safety requirements, which are common at
design-time and post-implementation in practice.

This research comes from and will contribute to industrial
practice. Thus, as future work, we are cooperating with in-
dustrial projects to obtain more empirical results and fur-
ther develop the methodology. Of course, another future
direction is exploring the theoretic properties of the BAC
system.
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